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DETAILED ACTION 

Claims 1-55 are pending for examination. 

Claims 1-16, 28-45, and 51-52 are withdrawn from consideration due to non-election in 
restriction. 

Claims 17-27, 46-50, and 53-55 are rejected. 

Election/Restrictions 

1 . Claims 1-16, 28-45, and 50-51 are withdrawn from further consideration pursuant 
to 37 CFR 1 .142(b) as being drawn to a nonelected Group I (DNS server), there being 
no allowable generic or linking claim. Election was made without traverse in the reply 
filed on 09 January 2008. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 17, 18, 21, 46, 47, 50, and 53-55 are rejected under 35 U.S.C. 112, 
second paragraph, as being indefinite for failing to particularly point out and distinctly 
claim the subject matter which applicant regards as the invention. Claims are directed 
toward a packet transfer device transferring a packet to "other node," which is an 
indefinite term. Examiner assumes applicant to mean packet is transferred to a separate 
external node. 

4. Claim 26 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claim makes reference to "said external database server." 
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There is insufficient antecedent basis for this limitation in the claim. Examiner assumes 
applicant to mean that the name resolution server of claim 21 is external to the packet 
forwarder. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 46-50 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claims are directed toward a computer 
program, which is non-statutory subject matter. Examiner suggests amending claims 
such that computer program is embedded on a computer-readable storage medium to 
avoid issues regarding non-statutory subject matter. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

7. Claims 17-26, 46-50, and 53-55 are rejected under 35 U.S.C. 102(e) as being 
anticipated by US 7 334 049, Sumasundaram et al. 

8. As per claim 17, Sumasundaram teaches a packet transfer device which 
transfers a received packet to other node, wherein 
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control of a packet transfer method as a method of transferring said received 
packet to said other node is conducted based on information contained in a name 
resolution response message transmitted from a name resolution server to a client 
(Figure 4, steps 404 and 406, also column 7, line 63 to column 8, line 6, where a 
binding is created between the address given by the DNS in the DNS payload and the 
selected pool address). 

9. As per claim 19, Sumasundaram teaches the packet transfer device as set forth 
in claim 17, wherein 

said packet transfer method includes at least one of packet transfer priority, a 
logical network ID, a logical channel ID, and header rewriting, addition and deletion 
methods (column 8, lines 7-23, where the header and address information is rewritten 
for a device when an address translation is required). 

1 0. As per claim 1 8, Sumasundaram teaches a packet transfer device which 
transfers a received packet to other node, comprising 

a DNS proxy unit which once receives a name resolution response message 
transmitted from a name resolution server to a client and rewrites the contents of a 
routing table in which a packet transfer method as a method of transferring said 
received packet to said other node is held based on information contained in said name 
resolution response message (Figure 4, steps 404 and 406, also column 7, line 63 to 
column 8, line 6, where a binding is created between the address given by the DNS in 
the DNS payload and the selected pool address). 
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11. As per claim 20, Sumasundaram teaches the packet transfer device as set forth 
in claim 18, wherein 

in response to said name resolution response message once received, said DNS 
proxy unit deletes information regarding said packet transfer method among information 
contained in said name resolution response message to transmit said name resolution 
response message obtained to said client (column 8, lines 7-23, where the header and 
address information is rewritten for a device when an address translation is required. 
This rewriting necessitates deleting the old information relating to the forwarding 
address to create a new entry for the address). 

12. As per claim 22, Sumasundaram teaches the packet transfer device as set forth 
in claim 18, further comprising 

a user information obtaining unit which obtains attribute information regarding a 
sender of a name resolution request message transmitted from said client to said name 
resolution server (column 7, lines 31-47, where the NAT receives the DNS request from 
the Host, which reveals its private address, which is replaced with a source address 
from the NAT pool), wherein 

said DNS proxy unit once receives said name resolution request message, 
obtains attribute information regarding the sender of said name resolution request 
message through said user information obtaining unit and transmits said name 
resolution request message with said attribute information added to said name 
resolution server (column 7, lines 31-47, where the NAT receives the DNS request from 
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the Host, which reveals its private address, which is replaced with a source address 
from the NAT pool). 

1 3. As per claim 21 , Sumasundaram teaches a packet transfer device which 
transfers a received packet to other node, comprising: 

a user information obtaining unit which obtains attribute information regarding a 
user as a sender of a name resolution request message transmitted from a client to a 
name resolution server (column 7, lines 31-47, where the NAT receives the DNS 
request from the Host, which reveals its private address, which is replaced with a 
source address from the NAT pool), and 

a DNS proxy unit which once receives said name resolution request message, 
obtains attribute information regarding the user of said name resolution request 
message through said user information obtaining unit and adding said attribute 
information to said name resolution request message to transmit said name resolution 
request message obtained to said name resolution server (column 7, lines 31-47, where 
the NAT receives the DNS request from the Host, which reveals its private address, 
which is replaced with a source address from the NAT pool). 

14. As per claim 23, Sumasundaram teaches the packet transfer device as set forth 
in claim 21 , further comprising, 

as an internal element, a user information database in which said attribute 
information is stored (Figure 6, also column 8, lines 24-48, where the NAT contains a 
translation database), wherein 
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said user information obtaining unit obtains said attribute information from said 
user information database (column 7, lines 31-47, where the NAT receives the DNS 
request from the Host, which reveals its private address, which is replaced with a 
source address from the NAT pool, which is the translation database of Figure 6). 

15. As per claim 24, Sumasundaram teaches the packet transfer device as set forth 
in claim 21, wherein 

said user information obtaining unit obtains said attribute information from an 
external database server having a user information database in which said attribute 
information is stored (Figure 8, where the memory and processors are separated from 
the interfaces by a BUS). 

16. As per claim 25, Sumasundaram teaches the packet transfer device as set forth 
in claim 24, wherein 

said user information obtaining unit uses a name resolution request message in 
obtaining said attribute information from said external database server (Figure 4, steps 
404 and 406, also column 7, line 63 to column 8, line 6, where a binding is created 
between the address given by the DNS in the DNS payload and the selected pool 
address). 

17. As per claim 26, Sumasundaram teaches the packet transfer device as set forth 
in claim 21, wherein 

said external database server is a name resolution server externally disposed 
(Figure 1, also column 7, lines 31-62, where the host 102a sends a name resolution 
request message to the DNS server 122, which are on different subnetworks). 
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18. Claims 46-50 are substantially the same as claims 1 7-21 , directed toward a 
computer program rather than a system. Sumasundaram teaches a computer program 
product as well as a system (column 3, lines 44-50). For this reason, program claims 
46-50 are rejected under the same basis as system claims 17-21 . 

1 9. Claims 53-55 are substantially the same as claims 17, 18, and 21 , respectively, 
directed toward a method rather than a system. Sumasundaram teaches a method as 
well as a system (abstract). For this reason, method claims 53-55 are rejected under the 
same basis as system claims 17, 18, and 21. 

Claim Rejections - 35 USC § 103 

20. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

21 . The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

22. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over US 

7 334 049, Sumasundaram et al as applied to claim 23 above, and further in view of US 
7 103 663, Inoueetal. 
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23. As per claim 27, Sumasundaram teaches the packet transfer device as set forth 
in claim 23 

Sumasundaram does not teach a user authentication module for maintaining 
information about a user at a device. Inoue teaches a license management system 
comprising: 

a user authentication unit which identifies and authenticates a user at a client 
connected to its own node (column 6, lines 19-27, where the information management 
unit authenticates a user via a user ID), and 

a user information updating unit which updates the contents of said user 
information database based on attribute information regarding said user obtained at the 
time of authentication (column 6, lines 34-40, where the user information management 
unit registers personal information supplied by the users in a user database). 
It would have been obvious to one of ordinary skill in the art at the time of the invention 
to include a user authentication module and database such as that taught by Inoue in a 
network address translation system such as that taught by Sumasundaram. AN 
authentication module and user database would allow a user on a device to access 
content on the device that may be protected by means of a rights management server 
(Inoue, column 5, lines 42-44). This would be beneficial in a system such as that taught 
by Sumasundaram, as it would allow a step of authentication for a user prior to that user 
being able to access, modify, or request addressing information, which is well known in 
the art to generally be protected data on a device. 
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Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

US 7 334 048, Guan et al teaches a method and apparatus for fast route table 

update. 

US 7 080 148, Weigand teaches a translating switch and method. 

US 7 328 281 , Takeda et al teaches address translation equipment and method. 

US 7 047 313, Broerman teaches a method for redirecting packets to a different 

destination. 

US 6 892 245, Crump et al teaches a management information base for network 
address translation. 

US 2002/0035639, Xu teaches a system and method for a packet director. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to THOMAS RICHARDSON whose telephone number is 
(571 ) 270-1 1 91 . The examiner can normally be reached on Monday through Thursday, 
8am-5pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Vaughn can be reached on (571 ) 272-3922. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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3/24/2008 

/William C. Vaughn, Jr./ 

Supervisory Patent Examiner, Art Unit 2144 



